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TIME TO FIRST PUBLIC EXPLOIT

Defenders often prioritize remediation of vulnerabilities that have public exploits. It would be useful 
to be able to predict the time range a defender could reasonably expect a public exploit to appear. 
Rephrasing into a question, “How long can I wait before a public exploit can be expected for a new 
publicly disclosed vulnerability?” The date at which a CVE is publicly disclosed, for our purposes, is 
the NVD published date timestamp. 

The complete 2010 to early 2021 data set shows the median public disclosure to public exploit 
time gap is –1 days. Meaning, typically speaking, if a public exploit is published, it will have been 
published one day before NVD populated their CVE entry. Given the delay in NVD’s publishing, the 
reader can understand this to mean that exploits are published around the same time as the initial 
vendor or researcher advisory.

This may be a poor measure of time to first public exploit for useful exploits though. Many of the 
exploits in our data are developed by the same individual that discovered the vulnerability. Often, 
vulnerability researchers release PoC exploits to help other researchers understand their work, 
whether the exploit is useful in a real world setting or not. For lack of a better term, this paper 
refers to those exploits as vanity exploits. When we remove all vanity exploits from the data set, 
the median time to first public exploit jumps to 24 days.

Time to First Exploit (Days)

Figure 15: Public ICS/OT exploits release dates plotted around public disclosure.
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This may give credence to Google Project Zero’s recent adoption of delaying full disclosure for 30 
days70 after initial vendor disclosure. Although it provides no insight into the time to first private 
exploit. Regardless, ICS/OT network defenders can reasonably expect that, on average, if a CVE is 
going to get a public exploit, then it will be released within the first 30 days after initial disclosure.

Of course, there are outliers in the data. For example, this gist for CVE-2015-793771 was published 
more than 1600 days (about 4.5 years) after Schneider Electric published their initial advisory 72 .  
In the other direction, CVE-2015-646173 and CVE-2015-646274 were presented at DEF CON75 by  
Aditya K. Sood in 2015, but were not published to NVD until 2019, nearly a four-year gap between 
exploitation details being public and NVD publication.

The very early PoC exploits are often immature. They typically need some amount of effort to  
be included in mature exploitation frameworks like Metasploit76 . An exploit included in Metasploit 
is a little more dangerous than a standalone one, as it will benefit from the framework’s expansive 
post-exploitation feature set. As such, Dragos was interested in this time gap as well: public  
disclosure to when the exploit was merged into Metasploit. If an exploit was eventually ported  
into Metasploit, the data showed the median time gap from public disclosure to be 31 days. 

Patch cycles within ICS networks can greatly exceed these 30 day time gaps. The focus should  
not be on trying to mitigate or patch all vulnerabilities within that window. That is unreasonable 
and likely impossible. Instead, if a vulnerability is, for example, 120 days old and still has no public 
PoC, perhaps it will not get one at all. If that is the case, and the affected component is not internet 
facing, then the defender might instead focus their remediation and mitigation efforts elsewhere.
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IN THE WILD

As stated earlier, public exploits lower the barrier to entry for attackers. But that does not mean 
public ICS/OT exploits are actually being used. Of the current data set, Dragos tracks only 54, or  
just under 10%, of the CVEs with public ICS/OT exploits as having been known to be exploited in 
the wild (including by Dragos-tracked activity groups: PARISITE, VANADINITE, WASSONITE, and 
ELECTRUM).

 

A 10% “exploited in the wild” rate should probably be considered a floor. Figure 16 tells the story 
why: visibility in the lower levels of the ICS network (Level 1 and Level 2) is poor. Until we are better 
able to monitor these levels at scale, we must assume that we are missing a non-negligible amount 
of exploitation.

Another interpretation of the histogram could be that mitigation and patch prioritization of Level 3 
is of utmost importance because that is where exploitation is seen most in an ICS/OT network.  
An adversary might not need Level 1 or Level 2 exploits since taking control of a site operations  
or supervisory system will often give the adversary control of the Level 1 devices by using the  
programming software and other interfaces present on the system. The Oldsmar incident77 is a 
great example of an adversary affecting the industrial process via unauthorized access of a  
supervisory HMI. Although, that is also an intuitive result of the Purdue Model, so it may not be an 
interesting takeaway.

ICS/OT-Related CVE Actively Exploited by Purdue Level
For Vulnerabilities Published From 2010 to Early 2021 
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Figure 16: ICS/OT-related CVE with public exploits mapped to affected Purdue Levels.
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CONCLUSION

The ICS/OT public exploit world has been active over the last decade and continues to be so. Many 
individuals and organizations are actively developing these ICS/OT-impacting exploits, and a small 
percentage of them are used in the wild. However, there are so many ICS/OT exploits published 
that every couple of months or so, it is reasonable to expect that one of them will be adopted by a 
threat actor and used in the wild. As such, it’s imperative to track public exploits to help determine 
which vulnerabilities should be remediated or mitigated. The following advice may prove useful to 
that end:

•	� Public exploits are generally published within the first 30 days after disclosure. Vulnerabili-
ties that have not been remediated but are outside of the 30-day window may be lower priority.

•	� Evaluate the source of the CVE under consideration. Some organizations are known to publish 
PoC exploits with the CVE. CVEs discovered by security researchers are far more likely to have 
associated public exploits. 

•	� Understand the impact of the exploit. Exploits that only affect the ICS/OT network but require 
user interaction or man-in-the-middle can be deprioritized.

•	� Do not completely ignore impactful Level 1 and Level 2 public exploits. There is insufficient 
visibility that deep into the ICS/OT network to know if those exploits are being used in the wild 
or not.
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Dragos has a global mission: to safeguard civilization from those trying to disrupt the industrial  
infrastructure we depend on every day. The practitioners who founded Dragos were drawn to  
this mission through decades of government and private sector experience.

Dragos codifies the knowledge of our cybersecurity experts into an integrated software  
platform that provides customers critical visibility into ICS and OT networks so that threats and  
vulnerabilities are identified and can be addressed before they become significant events. Our  
solutions protect organizations across a range of industries, including power and water utilities, 
energy, and manufacturing, and are optimized for emerging applications like the Industrial  
Internet of Things (IIoT).

Dragos is privately held and headquartered in the Washington, DC area with regional presence 
around the world, including Canada, Australia, New Zealand, Europe, and the Middle East.
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